
SignInAMSOKTA.aspx

Param: OKTAOAuthProvider.
Pass the WCM token to 

recognize the client. 

Pass the response and WCM 
token.

What does the provider information have ?
1. Client ID

2. Client Secret
3. Redirect URI (Utility Server URI).

4. Provider URI (OKTA)

OKTASignInLogic

Pass the user info to create a 
new user.

Solution: C2WebApp
Method: OauthRequest

Redirect to Utility Response

OktaOauthSignin

Redirect to the client server

Singin Page with a 
button to redirect 

to OKTA login 
page

Client Server (Pass "O" as provider type)
1. Verify the OKTA Oauth provider

2. Setup the provider config and handlerName.

Redirect to the 
utility Request 

handler

Utility (Request)
1. Verify the WCM token.

2. Get the provider from the start 
request.

3. Redirect to the Provider login 
page.

Solution: Utility
Method: OauthRequest

Enter BB AD 
credentials in the 

provider login page and 
click on Signin.

Utility (Response)
1. Get and parse the reponse from the 

provider.
2. VerifyLoginResponse
3. Redirect ot the caller.

Solution: Utility
Method: OauthRsponse

Client Server
1. Verify the WCM token.

2. Redirect to the 
OktaOauthSignin.

Solution: C2Web
Method: OauthResponse

1. Set the redirect path to 
AMS landing page.

2. Get the access token from 
OKTA.

3.Get the user info from 
OKTA. 

Solution: C2Web

1. Check the provider entry is there 
entry already else add the provider 

login entry.
2. Check if the user exist in 

SYSAccountMngtUser table.
3. If not exist create one. 

4. Create user session for the user.

Redirect to the AMS landing page. 
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